IMpunoxenne Ne2, HadopmaunonHas naMarka iy o0yuaouHxest 17951 pa3zMelieHis Ha
opunuaababIX Hurepuer-pecypeax

C K&KILIM I'OUOM MOJIOACIKH B HHTEPHETC CTAHOBHTLCS 6onblUIC, 8 LIKOJABHUKH OAHH H3
CaMmblX AKTUBHBIX TOJb30oBare/icH P)’HeTa. MGX\']I)’ TCM, MOMHUMQ OI'POMHOrO KO/TH4Y€CTBA

BO3MOXHOCTEN, HHTEPHET HCCET W npodiiembl. JTa namMsrka AomkHa lloMoun Tebe GesonacHo
HAXOIMUTRLCH B CETH.

Komnviomepnote 8upycoi

KoMibloTepHblH  BHPYC —  3TO  Pas’HOBHANOCTh  KOMILIOTEPHBIX — NpPOrpaMm,
OT/HMYNTEILHOH OCOBEHHOCTLIO  KOTOPOH sABAACICS CHOCODHOCTL K pasMHOmEeHMio. B
JIOTIOJIHEHHE K 3TOMY, BUPYCHl MOUYT MOBPENHTb MM IONHOCTBI YHHHUTOXHTL BCe (aiibl
HAHHBIC, MOJKOHTPOIBLHBIC 1HOJIL3OBATEAI0, OT UMCHH KOTOPOro ObLla 3anmyllleHa 3apakéHHas
NpolpaMMa, a TAKKE MOBPEAHTh WM NaKe YHUUTOXKHTbH OMEPAIlMOHHYIO CHCTEMY CO BCEMH
daiijamu B ueaoM. B 60IbILHIICTBE CIlyYACB PACPOCTPAHSIOTCA BUPYChI Yepe3 HHTEPHET.

MeTo/ibl 3alU Tl OT BPEAOHOCHBIX TPOrpaMM:;

1. Hcnoss3y#t COBpeMEHHbIE OllepallHOHHbIC CHCTEMBI, HMCIOUIHE CEpbe3HbIH YPOBCHb
3aLIHTb OT BPEJOHROCHBIX LIPOTpaMM;

[Tocrosuuo ycianasiubai nadytd (UUQpoBBIE 3dIJIATKH, KOTOPbIE ABTOMATHUECKH

YCTalldBIMBAIOTCS ¢ LEJIbI0 J0pabTKH [porpaMMbl) H ApyrHe OOHOBIEHHS CBOEH

OHEPallHOHHOM CHCTeMbl. CKauMBaH X TOIbKO ¢ 0QHUMAIBHOrO caita paspaboTynka

OC. Ecau cywecTBYeT peskuM aBTOMAaTHIECKOrO OOHOBJICHUS, BKIIOUH €ro;

3. Paboraii Ha cBOEM KOMNBIOTCPE NOM NPABAMH MOIL30BATE S, & HE AIMHHHCTPATOpA.
DTO He MO3BOJIMT OOIbUIMHCTBY BPEAOHOCHBLIX MPOIPaMM HHCTALIMPOBATHCH Ha
TBOEM TEePCOHATLHOM KOMIILIOTCpE,

4. Hcnoap3yfl aHTUBUPYCHBIE IPOIPAMMHBIE 11POIYKTBI H3BECTHBIX NIPOU3BOAMTENEN, ¢

aBTOMATHYCCKHM OOHOBIEHHEM Da3;

Orpanun4b QUIMUECKUHA J0CTYN K KOMIBIOTEPY /LTt TOCTOPOHHUX JIHLL,

6. Wcnoap3yd BHemHHe HOcHTE N MHOPMALMHK, TakKHe KaK ulelka, AMCK uir daiia n3
MHTEPHETA, TOALKO M3 HPOQEPCHHBIX HCTOUHHKOB;,

7. e ovkpeiBali KomIibloTEpHbIe (aiiiibl, MONYUYEHIIbIE U3 HCHAAEWHBIX MCTOYHMKOB.

Jlaxe Te cainel, koTOpLie Mpucnan TBOH 3HaKoMbIi. Jlywuie yTtodynuw y Hero,
OTHpas;1al iy OH Tebe HX.
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Cemu WI-FI

Wi-Fi - 370 He BHJL Mepenadn HaiibIx, e TEXHOM0MH, @ BCero JxlbL OpeH/l, Mapka. Euie
B 1991 rony nujep:ranackas KoMiauus sapeructpuposaiia OpeHn « WECA», uto oboznaualio
crnoBocouctanne « Wireless Fidelity», xoTopuiit nepesoantes kak «OecnpoBoiHas TOUHOCTBY.

Ho wnawero spemenu Jowna japyras aOOpeBuarypa, KOTOpas sBASETCS TakoW ke
Texuooruei. 310 abbpesuarypa « Wi-Fin. Takoe Hazranne OO aHO C HAMCKOM Ha CraARAApT
BBICUIMI 3ByKOBOH TexnukH Hi-Fi, 4ro B 1iepeso.ie 0311a4aet «BbICOKas TOUHOCTDY.

Ha, Secrulariblit MHTCPHET-10CTYIL B Kade, OTeIsX U 4IPONOPTAX ABJISETCA OTJIHUHOMN
BO3MOXHOCTHIO BEIXOJA B MHTepHeT. [fo MHorue skcneprel cunuTaor, yro odwenoctynHsle Wi-
'l ceru He sBgIOTCs OE30NaCHBIMH.

Coserpl 110 6€3011aCHOCTH paboTe B OOWELOCTYIHEIX ceTax Wi-fi:
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He uepemasalt csow nuunywo uudopmaipio yepesd obuieaoctylinsie Wi-Ii cetn
PaboTas B HHX, KEJAaTCIBbHO HC BBOAMTH MAPOJIM JOCTYNA, JIOTHHBI M KaKHe-TO
HOMEpY;

Mceronb3yit n oOHOBAAR aHTHBUpPYCHBIC NporpaMmbl M OpanaMayep. Tem camMbiv Thl
o0ezonacuilL, ceds 0T 3dKAUKH BHPYCaA HA TBOE YCTPOHCTBO,

Hpn wncnoassosannn Wi-Fi orkimoun Qynkumio «OOwmit gocTyn K (afinam o
upunrepam». JlaHHnas (yHKUHs 3aKpBITA 10 YMOIYaHHUIO, OJMHAKO HEKOTOpPbIe
T10J1b30BATEIH aK 'UBUPYIOT eé anst yio6eTBa HCNoIbL30Banus B pabote UK yucde;

He ucnonp3yii nybauunsil WI-Fl ang nepenayn nuuHLiX JaHHBIX, HANPHMED g
BLIXOJA B COLUHAIBIEIE CETH HIIH B DICKTPOHHYIO NOYTY,

Mnoup3yit Toauko 3aummuiendoe coeannenne uepes HTTPS, a ne HTTP, t.e. npn
nabope Bed-aapecy BBOAH HMeHHO «hitpsy/»;

B moGuwiabnom  reaedone  orkmoud  QyHkmmo  «lloaxarouenne k- Wi-Fi
asTOMarHucckuy. He 1011yckai aBTOMaTHHECKOTO NMOAKIIOYEHUS YCTPOHCTBA K CeTaM
Wi-Fi Oe3 TBoero cornachsi.

Coyuaibnnle cemu

CounasibHble CeTH aKTHBHO BXOUST B HaUly KW3Hb, MHOIME JIOAH PabOTAOT M MUBYI
TaM MOCTOANKO, a B Facebook yie 3apericTpupoBdaH MUTHApI 4EI0BEK, YTO ABIACTCA OLHOH
CelbMOH BCeX JKHTENEH NJlaHeTbl. MHOTHE M0JIb30BAaTENH HE [IOHUMAIOT, 4YTO MHOpMAallls,

pasMClIIEHHas UMUH B COIIHATTbHBIX CCTHAX, MOXKET OnITh HalileHa ¥ UCTIONL30BAHA KM YroaHO, B
TOM uHcsae He o0s3aresibHo ¢ OJldrnmu HAMECDCHHSIMH.

OcHoBHEIe COBETL! 110 OC30MACHOCTH B COUHANILHBIX CETAN:

1.

Orpanuub criucok upysei. Y r1eds B ApY3bsix HE 10KHO OBITL CAyYaHHbIX H
HE3HAKOMBIX JTIOCH;

Jamminaf cBol0 4acTHYIO wu3Hb. He ykasnlBail napony, TenedoHbi, aigpeca. gavy
TROCTO POMXACHHS H JIPYIVIO JHUHYK HiGOpManH. 310YMbILITICHHUKH MOTYT
HCHOIIL3OBATE [@Ke MH(MOPMAUKIO O TOM, K4K Thl M TBOM POAMUTENH ILIAHHpYCTe
IIPOBECTH KaHHKYh,

3aurdilai CBOK PenyTalMio - ASpPXH ee B UHCTOTE H 3agasail cebe Bonpoc: XxoTten Obl
Thl, YTOOB!I OpyrHe NOJbL30BATCNH BHAECIH, YTO Thi 3arpyxaews? lloxymai, npexae
YeM UTO-TO ONyO:IMKOBATh, HANMCATh U 34rpy3HTh;

ECau Tl FOBOPHIIL C JIIOALMH, KOTOPLIX HE 3HACILb, ¢ HCI0b3YH cBOE peanbHoe
HMS B ZPYIVIO THUHYK vHQOpPMallid: UM, MECTO JKHTEIbCTBA, MECTo yueOLl d
npoyec;

Vsberait paimemenus gororpaduit 8 Mureprere, rae Tul H300paXKeH Ha MECTHOCTH,
110 KOTOPOil MOAHO ONPEALiH TS TBOC MECTOII0JI0KEHHE;

Ilpn perucrpanuy B counalbBOH ceTH HEOOX0AMMO HCII0Nb30BaTh CAOKHbBIE NAPOH,
COCTOSILIME H3 OYKB H HH(P K C KOINYECTBOM 3HAKOB 1e McHee 8;

st coura:bHON CETH, HOYTLI H APYTHX CAHTOB HEOOXOIHMO HCIOIL30BATL Pa3iibie
aposn. Torja ccau Teds BITOMAIOT, 10 30YMBIIUIEHHHKY 0O1YUdT HOCTYH TOJILKO
K 0OAHOMY MCCTY, & HE BO BCC Cpa3y.

Duekmponnvie deHboU

DNEKTPOHHbBIE IEHbIH — 3TO OYCHb YAOOHbIT CiIOCOD MIIATe)eH, OLHAKO CYILUECTBYIOT
MOILUEHHUKH, KOTOPhlE XOTAT MOAYUH I'b 3TH ACHBIH.

3nex'rponnbxe HACHBI'H MNMOABHJIMCh COBCEM HC/IABHO M HMEHHO H3-3d4 3TOrO BO MHOTHX
rOCYAapCTHAX j10 CHUX 110D HC MPOITUCANHO [IPO HUX B 3aKOHAaX.



B Poccun e ouM (YHKOMOHHPYIOT H O HHX YK€ IPOMNHCAHO B 3aKOHE, e HX
pa3AeNAOT HAa HECKOJILKO BHAOB — @HOHHMHBIC W HE aHOHMMHBIC. PasHuua B TOM, YTO
AHOHHMHBIE - OTO Te, B KOTOPBIX DPA3peIlaeTCs NMpOBOAHITb ONcpauHd Oes HACHTHQHKALHH
[10/1b30BATE s, @ B HCAHOHMMHLIX HJICHTH(HKALMHM M01b30BATE 1 ABJAACTCA 00A3aTENLHOM.

Takxe cielyeT pasluudTh JICKTPOHHbIE (PHATHBIE AEHBI'H (PaBHBl TOCYAAPCTBEHHbIM
BATIOTAM) U 3/1€KTPOHHKIE HePHATHLIE UCHDLIW (HE PaBHbI FOCYAAPCTBCHHBIM BATIOTAM).

OcHoBHBIE COBETHLI MO OC3011ACHOH padore ¢ JNCKTPOHHLIMH NEHbIAMH:

1. TlpuBsiaki K cUCTY MOOWILHBLIN Teaedol. ITo camblil YA0OHLIA H OLICTPBIA €110CO0
BOCCTAHOBHTb 0CTyll K cueTy. [lpussasanubifi tenedon nomowxer, eciad 3adyieuis
CBOI I1aTEXKHbIH [1APOJb WIK 3ailelllb Ha CalT C HE3HAKOMOro YCTPOHCTRA,
Hcenoaesyit oanopasossie naponu. [Tocne nepexoga Ha YCHJIECHHYIO @BTOPH3ALHIO
Tede yxe 1e OyneT yIpoxKaTh ONMAaCHOCTL KPAXH MI1H NepexXBara MAaTeKHOro Napo. is.
Beidepu cinoxupiid naponk. [pecrynudkav OyZeT He NPOCTO YralaTbh CI0KHbIN
naponb. Haaexiible 1apoan -—- 3TO 1APO:1H, KOTOPLIE COACPIKAT HE MEHEC 8 3HAKOB H
BKJIOUAIOT B ¢€0si CTPOYHbIE M NPOIKCHBIE OYKBbI, LU(PBI H HECKOJNBKO CHUMBO:IOB,
TAKHE Kax 3HaK Jo/uiapa. (yHra, BoCKIMUaTe/bHBIH 3Hak i 1.11. Hanpumep, $3tROng!;;
4. He BBOJIM CBOM NHYHBIC JalHbIE HA CalTax, KOTOPLIM HE J0BEPSCIIIh,

o
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Duekmponnas nouma

DNEKTPOHHAA 11047@ — JTO TeXHOJIOTHS I 1IPESAOCTABIACMBIC CIO YCIIYTH 110 NMEPECHIIKE K
MOJIUCHHIO 3JICKTPOHHBIX COOOINECHUH, KOTOphle paclpedeNslOTCs B KOMIBIOTEPHOH ceTH.
O6GBIMHO ~ JICKTPOHHBLi MOYTOBLI  SUIMK  BBIMISAMT  CHEAYHOWHM  obpasom:
uMs_Tonb3oBatens@umsi_jiomeHa. Takae Kpome Tepefladd LPOCTOr0 TCKCTa, HMCETCs
BO3MOXHOCTD MCPCAABATL (haH bl

OcnonHble coneThl 110 Oe3011acHOk paboTe ¢ INEKTPOHHOH MOYTOM:

1. Hazxo BeIOpaTL MpaBHiibHbI NOUTOBEIA cepBHC. B uHTEpHETE ecTh OrpoMHubIi BBIOOP
OecnnaTHbIX MOYTOBBIX CEPBHCOB, OANAKO MY4INE AOBEPATH TEM, KOTO 3HAEWb H K10
NEPBbIA B PCHTHHTE,

2. He yka3biBait B ;IM4HOM moute nnuHylo uHbopmaiEo. Hanpumep, nyduie BBIOpaTh
«MY3BIKaNBHBIH_paHaT@» 1an «pok2013» BmecTo «Temal3n;

Hcnonp3y# aByx3TallHy10 aBRTOPH3ALMIO. ITO KOTLA TOMHMO 11aposist HYKHO BBOIMTE

KO.1, fIpHCblTacMblid 1o SMS;

4. Bpidepn cioKHbIA 11aposib. Pt KaXKI0ro rOUTOBOrO slUMKA AOKeH ObITh CBOI
HAJIEKHLIN, YCTOMUHBbIA K B3710MY 11ap0Jib,

5. Ecid ¢CTh BO3MOXHOCTB HallHCaTb CaAMOMY CBOM JHUHBLIH BOMPOC, HCMOMB3YH ITY
BO3MOJKHOCTD;
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6. HMcnonp3y# HeCKOALKO 1IOYTOBLIX SAIUMKOB. [lepBBIA 4718 YACTHOH TEPEIUCKH C
Q/IPECATAMH, KOLOPLIM Thl JOBEpsiellb. ITO AICKTPOHHBIH  aupec He Halo

HCLIOAL3OBATL 1TPH PerHCTPaltiK Ha opymax H caiTax;

He 07kpbiBai Qaitabl B Apyrve BIOKESHHS B MHCLMAX AQKC €CJH OHH MPHLLIM OT

[BOMX Apy3cit. Jlyulle yTOUHH y HHX, OTTIPABJIAM J1d OHH Tebe 3TH daitibr,

llocie oxonvanns paboibl Ha IIOYTOBOM CEpBMCE Mepe] 3aKPBITHEM BKJIALKH C

cairtom He 3a0yab HaxaTh Ha «BbIHTH».



Kubepoynaunz wiv eupmyaisnoe uzdesame:tbcmeo

KuGepOymnuur -— npeciiefoBande COOOIICHUSMH, COAEp;auldMH  ockopOnenns,

arpeCCHio, 3anyruBaHHue, XYJIHTaHCTBO, COUHAILITOC 60ﬁKOTHpOBaHM€ C NMOMOWbBIO PA3JIMYHbIX
HHTEPHCT-CCPBICOR.

OcHOBHLBIE COBETHI 110 HOpLOC ¢ KUOCPOY LT OM:
I. He Gpocaiics 8 60i. Jlydwnii cnocod: 110coBeTOBaTbCA KAK CCOA BECTH H, CC.UH HET
TOrO, K KOMY MOXHO 00paruTLest, TO BHAYalIe YCMOKOMThes. Ecnu Thl Haunelnn

OTBEYATL OCKOPOJIEHHSIMH Ha OCKOpOiieHHs, TO TOJIBKO eile OOJIbILE Pa3OXIKellb
KOH(IIHKT;

2. VYmnpas:sii coeft knbeppenyTanuei;

AHOHUMHOCTb B ceTH MHHMas. CyliectByloT cnocoObl BBIACHHTB, KTO CTOMT 3a

AHOHHUMHbIM 4KKayHTOM,

He cTont Bectu Xy:mranckuh obpas BHpTYa1bHOH wH3HH. MuTepHeT QuKcHpyeT Bee

TBOM JAeCTBMA M coXpaHsieT UX. Y danTb nX OyIeT kpalfiHe 3aTpyIHUTCIIBHO;

5. Co0suoaali cBOH BMPTYaJIbHYIO UECTh CMOJIORY;

6. Hruopupy#t ecnuuMuHbIH HeratvB. OJIHOpa3OBblE OCKOPOMTCILHBIE COOOLIEHHS!

JlyuulIe Mrioprposath. OOBIYHO ArpeccHs NPeKpalllaeTCcs Ha HavalbHOH CTaIuH;

bax arpeccopa. B nporpammax 00MeHa MIHOBEHHBLIMH COODIUCHHAMHM, B COILHANIbHBIX

CEeTAX CCTL BO3MOXHOCTL O:IOKMPOBKH OTIIPABKIl COOOUIEHHA € ONpPETCNCHHLIX

AIPLCUB;

8 Lcan 7tel cBuaereian KuOepOymnuira. TBoH  [EHCTBHMS: BBICTYNHTb  1IPOTHB
NpPECNeI0BaTe /I, 1I0KA3aTh €My, 4YTO ero JAeHCTBMS OLEHHMBAIOTCA HEraTHBHO,
NOMICPKATL KCPIBY, KOTOPOH HYXKHa 11ICHXOJOIHUecKas MOMOMWb, COOOUIMHTL
B3POCHBIM O aKTe arpecCHBHOTO MOBE/ICHUS B CETH.

Mobunonoiu menegpon

CoBpeMeHHble  cMapThOHBl M MLlaHWeTbl coAepkaT B cebe BIOJHE B3pPOCbIH
(pynknuonan, U Tenephb OHH MOTYT KOHKYPHpPOBAaTb CO CTallHOHApHLIMH KOMIILIOTEPAMH.
Ounaxo, CpencTB 3aINThI 118 MOAOOHBIX YCTPOHCTE NOKA OueHb Mano. TeCTHPOBAHHE M MOHCK

YA3BMMOCTEH B HHUX NPOMCXOUMT HC TaK MHTeHCHBHO, Kak ans 1K, To xe camoe kacaercs u
MOOHIbHbLIX IIPHII0XKEHHUH.

COBpCMCHHLlC MOOHIIbHbIE 6pay3epm yXKe NPAaKTHYECKH HOI'HaJIM HACTOJIhHEIC QHAMNOIH,

O[HAKO paclIMpcHHe (QyHKIIMOHAIA BaCUCT 3@ coDOH O0OAbLUYIO CAOXKHOCTL M MEHBIIYK)
3QLUHLIEHHOCT.

]_laJICKO HE BCC MPOHU3BOAMUTC/IH BLIMYCKAIOT OOHOBJICHHS. 3aKPbLIBAOIIHE KPHTHYCCKUC
YA3BHUMOCTH A1 CBOHUX _\/CTpO}N’lCTBA

OCHOBHLIE COBEThI LIS OC30NaCHOCTH MOOHIILHOTO TelledoHa:

1. Huuero ue apnsercs no-Hacrosmemy OccilaTHbiM. Byab OCTOpOKeH, Beab Korua
rebc npeanararoT OeclIaTHbIH KOHTEHT, B HEM MOTYT OBITbL CKPBIThI KAKHE-TO
MaTHbie YCIIYTH;

2. Jymaii, npexie yem otnpasuts SMS, GoTo uiu Buaco. Tul TOYHO 3HacwUlb, e OHH
OyIdyT B KOHEUHOM HTOre?

Heo6xo0a1M0 06HOBIATE ONEpaLoHyIo CHCTEMY TBOETO cMapThOHa,

Heronb3yit aHTHBHPYCHBIE TPOTPAMMbI 1Sl MOOUIBHBIX TEAEPOHOB;



5. He 3arpyskail npHIOKeHns OT HEH3BECTHOTO HCTOYHMKA, BEAb OHH MOTYT COACPXKATL
BPCIOHOCHOE NporpaMMHoe obecrcucHue;

6. Tlocne Toro Kak Thl BbIAACWS ¢ caifra, rie BBOAWI JHUHYIO WH(OPMALHIO, 3aiin B

HacTpoiiku Opaysepa 1 yganu cookics;

llepronnyecky nposepsi Kakue MIIAaTHLIE YCIYIH daKTUBUPOBAHLI HA TBOSM HOMEpE,

8. Jlasal cBO# HOMep MOOHIBHOTrO TeaedoHa TOLKO JIIOAAM, KOTOPLIX Thl 3HACUIL H
KOMY J0BepseLun;

9. Bluetooth 10;0KeH ObITh BBIKJIIOYEH, KOTAA Tbl MM He noab3yewncs. He 3abbisai
HHOC LA [1pOBEPITL 310.

-

Online uepe

COBPCM@HHHE onnam!-urpm - 3TO KpacO4HbIC, 3dXBATbIBAKOLHKE pa3BJICYCHHS,
00BbEeAUHAIOUN € COTHH TBICAY Y€10BEK I10 BCEMY MUDY. MFPOKH HCCIEAYIOT JAHHBIA UM MHUD.
o0LWAKTCS APYT C APYI'OM, BBINOJIHAIOT 3a4atus, CpaXKaroTes ¢ MOHCTpaMH M NOJYyHarOT OMbIT.
3a YAOBONMLCTBHAE OHM IIJNATHT. [10KYI1ai0T JAHMCK, OILIavHBAIOT aboHEeMEHT HIH I'IpHO6pET‘d}OT
KAKHE-TO OITLIHH.

Bce oru cpeacTBa HAyT HA NOAAEPKAHHE M PA3BHTHE WIPBL, 4 TAKKE HA camy
$e30macHOCTb: COBEPIUEHCTBYIOTCS CHCTEMbl aBTOPH3aLMM, BLINYCKAIOTCA HOBbIE [1ATHH
(uudpoBble 3amnaTkH I IPOrpaMm), 3aKPbIBAIOTCS Y3BUMOCTH CEPBEPOB.

B nonodnpix HIrpax CTOHT OllaCaTbCs HE CTOJLKO CBONX CONCEPHHUKOB, CKO!IbKO KpPaiki
TBOEro napo.id, Ha KOTOpOM OCHOBAHA CHCTCMA dBTOPH3ALHH OONbLIIKHCTBA HIp.

OcHOBHbIC COBETbI 10 OC30MACHOCTH TBOCTO HIPOBOro aKKayHTa:

1. Ecnu apyroii urpok Beset cebst naoxo win coszaaet Tede HENPHATHOCTH, 3a010KupyH
€ro B CIIHCKE HI'POKOB,

2. Tloxanyiics aaMHHHCTpaTOpaM HMIPbl Ha IUIOXO€ [OBEACHHE JTOr0  HIPOK,
IKEUATELHO PHITIOKKTH KUKHE-TO J0KA3aTCALCTBA B BU/E CKPHHOB;

3. He ykaspisail anunyto undopmariio 8 podaitae nipel,
4. Ypaxal ApyruX y44CTHMKOB [10 UIpE;

5. He ycranaBnuBail HeopuLmanbHble NaTIYd U MOJBL;

6. Mcuonnay# CI10XHbIE H pa3HbIe NApOIH;

7.

Jaxke BO BpeMs HIPbl HC CTOMT OTKIIOYATH aHTUBHpYC. [loka TBI Wrpaeuin. TBOM
KOMIOBIOTEP MOI'YT 3apPa3HTh.

Dumiune Wi KpaXca AuLHbLIX OAHHbIX

O6r1uHoil Kpaxed JeHer M AOKYMCHTOB CerOAHS YXE HMKOIMO He YOHBHILb, HO ¢

PasBHTHCM U H'l‘epH(‘.T-TeXHOHOI‘HP‘l 3JI0YMDBILUIEHHHKH  [IEPEMECTHANCL B HHTEPHET, M
[IPOLAOJDKAIOT 3aHUMATbC S WIOOUMBIMY AOCJIOM.

Tak mosBHNach, HOBas yrposa: HHTCpHCT-MOUICHHHYECTBA HIIH (I)HLUHHF, IlaBHdsA UETb
KOTOPOId COCTOMT B MOAVYEHHH KOH(I)Iﬂl,r[l?HLlH‘dJlele JaHHBIX T0/1b30BareNel ~—- TOTHHOB H

napoieit. Ha auriuickom sseike phishing untaerces kak ¢ummnr (or fishing — pridnag nowis,
password --- 1apoib).

OCHOBHBIC COBETBI N0 SOPLOE ¢ PUILIMHTOM:

1. Cneou 3a cBoMM akkayHTOM. ECNM Thl noio3peBaelllb, YTO TBOS AHKETAa ©bula

B310MaHa, TO HeOOXO/MMO 3a0NOKMPOBaTh €€ M COODIUMTH AIMHHHCTPATOPAM
pecypca 00 IroM KaK MOXKHO CKOpee;
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Mcenosapsyit  Geszonaciibie  BeO-cafithl, B TOM  YHCIE, HHICPHCT-Mala3uHOR H

IIOMCKOBBIX CHCTEM;

3. Hcnonw3yii ciokHble M pasHble napond. Takum oOpazoM, ccnu Tebs B3I1OMAKT, TO
3NOYMBILZIEHHUKH 110.1y4aT Z0CTYM TO.1bKO K OAHOMY TBOCMY NMPOQHITIO B CETH, a HE
KO BCEM;

4. Ecan rebs B3nOM&IM, TO HCOOXOIMMO [IPEAYIPEUHTL BCEX CBOMX 3HAKOMBIX,
KOTopble H00aBJICHbLl Y TCON B APY3biX, O TOM. YTO TeOA B3IOMAIM H, BO3MOXHO, OT
TBOEI'O UMEHH DYIET PACCLIIATLCH CMaM H CCbUIKH Ha (HILHNITOBDIC Cai1bl,

5. Ycranosu Hadexiibiit napons (PIN) Ha MoOi:ibHblil TEACON;

6. OTKIIOUH COXPAHCIHE Mapoas B Opaysepe;

7. He orkpsiBail (aitabl 1 ApyrHe BAOKEHHS! B IHCbMAX AQKC CCAM OHH NPHULIK O

TBOMX fpy3efi. Jlyyile yTOUHH Y HHX, OTIPABISIH 1M OHH Tede 3TH daiiabl.

Hugposas penymayust

Lludposas pelryrauns - 570 HeraruBHas WM LLO3HTHBHAS MHOOpPMaUHd B CeTH o Tede.
KoMmnpomerupyrouass HHGOpMaUHs pa3MELUCHHAY B HHTEPHETE MOXET CEPLC3HbIM 00pUsOM
OTPA3HTLCH Hd TBOEH peaibHOH Au3uu. «LludpoBad penyrauus» - 3TO TBOH HMHIXK, KOTODbIi
(dopmupycTcst H3 MHQOPMaLHH 0 Tede B HHTCPHETE.

I'Boe MeCTO »xHTeibCIBa, YUeObl. TBOS (PHHAHCOBOE NOTOKEHHUE, OCODEHHOCTH XapaKrepa
H paccKalbl 0 OIHM3KHX — BCE ITO HAKAILIMBACTCS B CETH.

MHOTHe 110JPOCTKH JICIKOMBICAEHHO OTHOCHTCS K MYyONHKALMH THYHOH HHQOpMaLMK B
MuTeprere, HC TIOHKMMAas BO3SMOXHBIX nocie/icTBUH. Thl Jaxe He CMOXEWD JIOrafaTbCs O TOM,
uTo poTorpadus, pazMeLicHHas S JieT Ha3ajl. cTajla NpuYMHOR 0TKa3a NpUHATh Tebs Ha pabory.

KoMMenTapuh, pasMmelliedde TBOHX (ororpapuil M Apyrde JAeHCTBHA MOI'YT He
HCYE3HYTh 1ake MOCA€ TOTO, Kak Thl HX yxalulb. [bl He 3Hd€llb, KTO COXPAHHI 2Ty
HHGOPMAIIMIO, [IONaId SIH OHA B IOMCKOBBIC CHCTEMbl H COXPAHHIACL JH OHd, & TJIABHOE: UTO
noayMaiot 0 refe OKpyXaroulee oA, KOTOpbie HaWAYT W yBHAAT 3T10. Hait nudopmanio
MHOI'0 Jler crycTsi cMoxkeT moDoH — kak W3 g00pbix 100yXKUEHHH, TaK H C HaMepeHHeM
[IPHYMHUTD Bped. DTO MOXKET ObITb KTO. YTOIHO.

OCHOBHRIE COBETHI 110 3ALMTE LIH(POROI penyTaLiHu;

1. Toaymaii, mpexiae ueM 4To-10 NyOIMKOBaTL H liepe/laBars y ceds B Guore wau B
CONMANLHOM CCTH,

2. B nacTpofikax 1poQust yCTaHOBH OTpalHUueHUs! Ha MPOCMOTP TBOEI'O MPOQHIS U ¢ro
COJISPXKUMOL'0, CAENAH Cro TONLKO «ilf APY3eH»;

3. He pasmcuail 4 1e yka3zbiBall HH(OpMaUHIO, KOTOpas MOKeT Koro-jiubo ockopb:iaTh
UK 00MXKaTD.

Asmopcroe npuco

Conpementible  1UKOALHMKH—  AKTHBHBLIC 10JIL30BATENH  LH(PPOBOTO MPOCTPAHCTBA.
O/11aKO Aa1KO He BCE 3HAIOT, YTO 110:1b30BAHHE MHOTHMH BO3MOXHOCTAMH LH(POBOTO MHpa
Tpedyer c00101eH M NPAB Ha MHTCINIEKTYalbllyl0 COOCTBEHHOCTB.

ICpMHH CHHTCJICKTYaJIbHaA COOCTBCHHOCTBY OTHOCHTCH K PA3IHYHbIM  TBOPEHHAM
YeIJOBCUCCKOro ymMa, HaYHHAs ¢ HOBLIX HBO6pC'FCHHH H 3HAKOB, 0003HAYAIOUIHX COOCTBEHHOCTD
Ha TNPOUYKTBI MW YCIAYTH , H 3aKdHUMBask KHHTaMH. (pOTOI'pa(bHSIMH, KHHO(I)H.’]bMaMI-i H
MY3BIK&ThHBIMH IIPOU3BEICHHAMH.



ABTOpPCKHE NpaBa — 3TO NpaBa Ha WHTENNEKTYalbHyl0 COGCTBEHHOCTb HA NPOU3BEUCHILS
HaYKH, JJMTepaTypbl H HCKYCCTBA. AB‘l’OpCKHC npasa BLICTYNAIOT B Ka4e€CTBE rapaHTHH TOro, 41o
MHTEIUIEKTY& IbHBIH/TBOpUECKHI TPy asropa He Oy/eT HanpacHbIM, AAacT eMy CLIpABELJIMBBIC
BO3MOXKHOCTH 3apalordaTh HA pe3ynAbTaTaX ¢BOEro TPYUA, MOJNYYMTb M3BECTHOCTb H TMPH3HAIME.
Hukro 6e3 paspelleHus aBTopa He MOXET BOCHIPOH3BOAUTD €10 MPOH3BEACHHE, PACTIPOCTPAHATD,
nyOJHYHO JCMOHCTPUPOBATH, 11pPOIaBaThb, HMIOPTHPOBATL, MyCKaTh B 1IPOKal, [YOIH4HO
HCIMOAHATD, IIOKA3BIBATH UCTOANATL B Hitpe nnu pasmeniare 8 Muteprere.

HC110:1b30BAHME «ITHPATCKOrO» 11POrpaMMHOro 00CCneueH st MOXKET NPHBECTH K MHOIHAM
PHCKaM: OT 1IOTCPH JI@HHBIX K TBOMM aKKayHTaMm [0 ONIOKHPOBKM TBOEro YCTPOHCTBa, rae
YCT4HOBIICHHbIH He JleraibHast lporpamma. He cTouT Takke 3abblBaTbh, YTO CyLUECTBYET
neranbiple W Gecritatible HPOTPAMMBI, KOTOPBIE MOXKHO HAHTH B CCTH.

O nopmaie

CereBHuok.pd) — TBOIH I74aBHLIH COBETYMK B CeTH. 3AC¢Ch Thl MOXeELb Y3HATL O
0C30MacHOCTH B CETH IOHATHBIM H JOCTYIHBIM SA3bIKOM, @ ITPH BOZHHKHOBEHMH KPHTHUYECKOI
CHTY4LHH OOpaTHIBCA 33 COBETOM. A TakKe NPHHATH YHACTHE B KOHKYPCAX M CTATh CAMLIM
LUHGPORBIM TPaskAaHHHOM!



